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(p) Restricted Data means a category
of information classified under section
142 of the Atomic Energy Act.

(q) Reviewing Official means an indi-
vidual authorized under § 1017.12(a) to
make a determination, based on guide-
lines which reflect decisions of Con-
trolling Officials, that a document or
material contains UCNI.

(r) Safeguards means an integrated
system of physical protection, person-
nel reliability, accountability, and ma-
terial control measures designed to
deter, prevent, detect, and respond to
unauthorized access, diversion, or pos-
session of a nuclear weapon, a compo-
nent of a nuclear weapon or nuclear
material.

(s) Secretary means the Secretary of
Energy.

(t) Unauthorized Dissemination means
the intentional or negligent transfer,
in any manner, by any person, of infor-
mation contained in a document or ma-
terial determined by a Reviewing Offi-
cial to contain UCNI and marked in ac-
cordance with § 1017.15 to any person
other than an Authorized Individual or
a person granted special access to
UCNI under § 1017.16(b).

(u) Unclassified Controlled Nuclear In-
formation means certain unclassified
government information prohibited
from unauthorized dissemination under
section 148 of the Atomic Energy Act—

(1) Which concerns atomic energy de-
fense programs;

(2) Which pertains to—
(i) The design of production facilities

or utilization facilities;
(ii) Security measures (including se-

curity plans, procedures, and equip-
ment) for the physical protection of—

(A) Production or utilization facili-
ties;

(B) Nuclear material contained in
such facilities; or

(C) Nuclear material in transit; or
(iii) The design, manufacture, or uti-

lization of any nuclear weapon or com-
ponent if the design, manufacture, or
utilization of such weapon or compo-
nent was contained in any information
declassified or removed from the Re-
stricted Data category by the Assist-
ant Secretary for Defense Programs (or
the head of the predecessor agency of
the Department of Energy) pursuant to

section 142 of the Atomic Energy Act;
and

(3) Whose unauthorized dissemina-
tion, as determined by a Controlling
Official, could reasonably be expected
to have a significant adverse effect on
the health and safety of the public or
the common defense and security by
significantly increasing the likelihood
of—

(i) Illegal production of nuclear
weapons; or

(ii) Theft, diversion, or sabotage of
nuclear materials, equipment, or facili-
ties.

§ 1017.4 Policy.

It is the policy of the DOE to make
information publicly available to the
fullest extent possible. These regula-
tions shall be interpreted and imple-
mented so as to apply the minimum re-
strictions needed to protect the health
and safety of the public or the common
defense and security, consistent with
the requirement in section 148 of the
Atomic Energy Act to prohibit the un-
authorized dissemination of UCNI. For
example—

(a) Although UCNI is not subject to
disclosure under the Freedom of Infor-
mation Act (FOIA), documents or ma-
terial containing both UCNI and other
information which is not UCNI shall
have the portions of the document or
material not containing UCNI released
to the maximum possible extent in re-
sponse to a request made under the
FOIA, subject to other exemptions of
the FOIA; and

(b) To the fullest extent possible, the
fundamental DOE policy of full disclo-
sure of documents prepared under the
National Environmental Policy Act
(NEPA) and its implementing regula-
tions will be followed. In some cases,
this will mean that UCNI may be
excised from documents to be made
publicly available and prepared as an
appendix, or otherwise segregated so as
to allow the release of the nonsensitive
portions of a document.

§ 1017.5 Prohibitions.

Government information shall not be
controlled as UCNI in order to—

(a) Conceal violations of law, ineffi-
ciency, or administrative error;
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(b) Prevent embarrassment to a per-
son or organization;

(c) Restrain competition; or
(d) Prevent or delay the release of

any information that does not properly
qualify as UCNI.

§ 1017.6 Exemptions.
(a) Information exempt from these

regulations includes—
(1) Information that is not govern-

ment information;
(2) Information that concerns activi-

ties, facilities, or equipment outside
the scope of atomic energy defense pro-
grams;

(3) Information that is classified as
Restricted Data, Formerly Restricted
Data, or National Security Informa-
tion, or that is protected from disclo-
sure under section 147 of the Atomic
Energy Act (42 U.S.C. 2167);

(4) Basic scientific information (i.e.,
information resulting from research di-
rected toward increasing fundamental
scientific knowledge or understanding
rather than any practical application
of that knowledge);

(5) Applied scientific information
(i.e., information resulting from re-
search whose objective is to gain
knowledge or understanding necessary
for determining the means by which a
specific need may be met) but not in-
cluding that pertaining to:

(i) The design of production facilities
or utilization facilities;

(ii) Security measures (including se-
curity plans, procedures, and equip-
ment) for the physical protection of:

(A) Production or utilization facili-
ties,

(B) Nuclear material contained in
such facilities, or

(C) Nuclear material in transit; or
(iii) The design, manufacture, or uti-

lization of any nuclear weapon or com-
ponent if the design, manufacture, or
utilization of such weapon or compo-
nent was contained in any information
declassified or removed from the Re-
stricted Data category by the Sec-
retary (or the head of the predecessor
agency of the Department of Energy)
pursuant to section 142 of the Atomic
Energy Act;

(6) Safety information used to pro-
tect employees from occupational haz-
ards, except for government informa-

tion that reveals an exploitable vulner-
ability or design element that is UCNI;

(7) Radiation exposure data and all
other personal health information;

(8) Information pertaining to the
public health and safety and to the pro-
tection of the environment, except for
government information that reveals
an exploitable vulnerability or design
element that is UCNI;

(9) Information concerning the trans-
portation of low level or commercially
generated radioactive waste; and

(10) Waste Isolation Pilot Plant
(WIPP) information, except for govern-
ment information that deals with safe-
guards or physical security for the
WIPP project.

(b) Documents exempt from these
regulations include—

(1) Documents prepared under Coun-
cil on Environmental Quality regula-
tions or DOE guidelines complying
with the National Environmental Pol-
icy Act, except those portions of a doc-
ument revealing an exploitable vulner-
ability or design element that is UCNI;

(2) Documents or material that a Re-
viewing Official determines to have
been widely disseminated in the public
domain (e.g., to a public library or a
university library); and

(3) For documents which contain
UCNI, any reasonably segregable por-
tions of documents which do not con-
tain UCNI or which contain informa-
tion otherwise exempt from disclosure.

§ 1017.7 Identification of unclassified
controlled nuclear information.

(a) Authorities—(1) Controlling Offi-
cials. A Controlling Official having cog-
nizance over certain government infor-
mation is authorized to make a deter-
mination that the government infor-
mation is or is not UCNI. A Controlling
Official with overall cognizance over
UCNI under consideration for decontrol
is authorized to make a determination
that the information is no longer
UCNI. Each Controlling Official having
cognizance over UCNI under consider-
ation for decontrol shall concur in the
determination to decontrol the UCNI
prior to the UCNI being decontrolled.

(2) Designation. The Secretary may
designate the Deputy Secretary, the
Under Secretary, a Secretarial Officer
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